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Personnel Interlock Systems

Implementation of risk assessment requirements, especially for applications with a high safety level
(SIL3 safety integrity level)

Introduction

» Risk assessment: identification of risks, estimation of the risks
» Hardware design of a suitable Functional Safety

« evaluation of the measure

» Fail-safe Software development

« Hard- and Software Code Review

« commissioning with functional test

« system acceptance

« acceptance of changes
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Risk Assessment identification of risks

Best practice —

make it inherently safe!

i
1
1
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Risk Assessment Standards

g4 ISO 12100 Safety of machinery — General principles for design —
szl Risk assessment and risk reduction

\ Process of risk reduction —— L -

ISO 13849 Safety of machinery — Safety related parts of control systems P I—I:I

Performance Level a,b,c,d,e

If inherent safety is not
possible, the design of

functional safetv and an IEC/EN 62061 "Safety of machinery: Functional safety of electrical,

y electronic and programmable electronic control systems” @I:l ‘ ‘
assessment of the
residual risk is mandatory S Sy L2 oo

application of harmonized standards can ensure compliance with legal requirements
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https://en.wikipedia.org/w/index.php?title=ISO_12100&action=edit&redlink=1
https://en.wikipedia.org/wiki/ISO_13849

Risk Assessment

Relation between
Performance Level and
Safety Integrity Level
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ISO 13849

Probability of a
dangerous Failure
per Hour (PFHd)

IEC/EN 62061

> 107 bis < 10

PL

>3 x 10 bis < 10

> 106 bis <3 x 10°

> 107 bis < 10°°

> 10 bis < 10”7

SIL
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https://en.wikipedia.org/wiki/ISO_13849

RISk Assessment Estimation of the risks

Risk Graph

S: Severity of injury F: Frequnecy P: Possibility of avoiding
S1:reversible injury  F1: Seldom P1: possible low contribution
S2:irreversible injury  F2: often or permanent  P2: less impossible to Risk reduction

high contribution
to Risk reduction

Standard ISO 13849 Safety of machinery — Safety related parts of control systems
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https://en.wikipedia.org/wiki/ISO_13849
https://en.wikipedia.org/wiki/ISO_13849

two channel safety architecture 4

n = 11 [5] o crosscheck and diagnostic —

Example for Performance T architecture: safety category 4

Level e — Solution in |
accordance with standard 2 = 2 [ 02
1ISO13849

Failsafe PLC with input/output - interface

Door safety switch
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Power contactor

Diagnostic
with EDM-

External Device Monitoring
(force guided contacts)

closed open
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Function test for detecting fault accumulations and undetected faults

New requirement in
the standard:
Diagnostic coverage
interval at least
monthly for PLe
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In a redundant system, an accumulation of faults
over time could lead to a loss of the safety function.

To avoid undetected faults, safety circuits with

non-electronic technology must be triggered
regularly.

If a functional test is required to detect a possible
accumulation of faults or an undetected fault before
the next request, it must be performed within the
following test intervals:

At least monthly for PLe (SIL3)
At least every 12 months for PLd (SIL2)
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non-electronic devices

 Power contactors
 Mechanical switches
« Safety relay

- Monthly testing is often not practicable _
+ Key switch

(e.g. open a interlock door between the regular
maintenance)

closed open

Example key exchange system (DOLD)

Quote from the manual: Siemens-SIRIUS 3SK1 Safety Relay Safety Related Data

Data suitable for the PFHd summation method according
A WARNING to EN ISO13849-1: 2016
3SK1..1 and 35K1..3 safety relays (devices with contacting outputs): Category 2 3 3 4
PL d d e e
In continuous operation, the key safety values apply where the function test interval (state PFH, 5 12199E-09 | 1.36918E-09 | 1.08914E-09 | 1.50183E-10
change of the outputs) for SIL2 < 1 year and for SIL3 < 1 month. : :
Diagnostics
Coverage 60 % 60 % 90 % 99 %
ratio DC
Test interval 1/ year 1/ year 1 /month 1/ month
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OSSD - ,,Output Switching Signal Device

This electronical switch detect L.A

short-circuits and cross-circuits
up to PLe in accordance with EN
ISO 13849

Faults also detected in the
actuated state via electronic
diagnostics

Switch with a “high” diagnostic coverage (DC)
This device avoid a monthly testing by rare
safety requests in case of a PLe application

/Classical safety switch

An electro-mechanical
switch fulfills at most
PLd according to the
standard 1SO13849
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8 SCHMERSAL
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OSSD - ,,Output Switching
Signal Device

Two OSSD outputs are switched
off with a time delay. During the
pause time of the output, a
built-in input is activated and
read back.

Output 1

Output 2

Feedback OK

Internal signal

Fault

Output signal
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Example for: OSSD - ,,Output Switching Signal Device

-~ Test pulse

0 0O - O

o
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0SSD - ,,Output Switching Example for: OSSD - ,,Output Switching Signal Device
Signal Device

Fault; external feed-in

. . ' T 1
If 24 V is present_at the input Output 1 u Test pulse
after the output is switched off, - 0
an error is detected by the ! 1
sensor and the OSSD outputs Output 2
switch off safely. = 0
1
Feedback OK
Internal signal 3 0
‘\\ 1
Fault |
Output signal ? O
correct feedback-signal is missing:
- sensor switches both outputs immediately
- sensor generates error message
DESY. Personnel Interlock | Rathjen, Andreas June 2025 Page 12



The PFHd (Probability of a dangerous
failure by hour) value can be
calculated manually or with a
software tool (e.g. Sistema).

Therefore is the technical data
of the safety components
necessary.

The PFHd must be compared
with the requirement of the risk
assessment.

If the required Performance
Level (PLr) is not reached, the
design must be improved.
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Evaluation Tool SISTEMA

Data input:

* technical data (B10d-, MTTFd-,...)

» safety architecture
« diagnostic coverage

3 Ofinen. . kJ Speichem « &, Projekt schiieen | *d Bisiothek iy VOMA Biblcthek

Sicherheitsiunktion

U 8 Testsysteme

Schwere der Verletrung (S) A1)

v S Lechte (Ublicherweise

$2  Schwere [Gbicherweis

v F1 Selten tss sher undioc

F2 Hiulig bis dauermd une

¥ P2 Kaum moghch

Kontext - Dokumertation
Not Halt Funktion, STO - Sicher abgeschahetes Moment durc

Hautghor undioder Dauer der Getal ity | 'wveis

Zusammenfassung @ Hile N2 Was ist das?

AL

SISTEMA -«

MOGIC AR 2uf Vermasdung der Genrung (7) [A33)

P1 Moghch unter besbmmten Bedingungen

dgux de/webcode jsp7qrd 11223

W IFA

stitut Mir Arbeitsschulz de
Jewtschen Gesetziichen Unfallversicherang

SISTEMA ~iccmen

W IFA
a
"I Modulatorfreigabe
Plr d
PL C
PFHD [1/h] 1.6E-8
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TOr 1im Gebist 1 gesatzt & offan & nicht genutat

—_ s

— Logik
Absuche
(Cabmt 1) | Gebiet 1 nicht abgesucht

e

Tar jim Gebiat 1 geselzt & offen & nicht gemulst

§T0r 1 Im Gebiet n gesetzt & offen & nicht gemutel

e
im Bareich Fx.
— -]
| Loge
Absuche

(Gatiatry | Gebiel n nicht abgasuchl

Dk

Freioabeschioss 1 ohne Schiussel

Ham

m ohne Schilssal

: B
Tur k im Gebiet n gesetzt & offen & nicht gemutet

Sthlossfreigabe flr Berich Fx entzogan

Laaik
SFG
Bareich

==1

T Standk: 20750121 |

SFG Baralch Fx antzogen

PLC Hardware

GenericRack_ET20...

300

~

I -

)

2eC I - |

(o0 ]
&
(9 0]
(o 0]
1008

ooh
&
[0, 0]
[0.0)
1008

o
a
=
=
~

The PLC hardware must be created in
accordance with the safety specification
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F-Parameter
w DI-Parameter
» Geberversorgung
+ Kanalparameter
w Kanal 0, 4
Kanal O
Kanal 4
b Kanal1,.5
b Kanal2, 6
b Kanal3, 7
EiA-Adressen

<] [
J Allgemein " 10-Variablen ” Systemkonstanten || Texte
» Allgemein i
. Kanalparameter
Potenzialgruppe
» Baugruppenparameter > KanalO. 4

Auswertung der Geber:
Diskrepanzverhalten:
Diskrepanzzeit:

Wiedereingliederung nach
Diskrepanziehler:

> » Kanal 0

| 0-viert bereitstellen

B

ms [+] |

‘ Test 0-Signal nicht erforderlich

Kanalfehler Quittierung:
Geberversorgung:
Eingangsverzdgerung:

Anzahl Signalwechsel:

Uberwachungsfenster:

) aktiviert

‘Manuel\

‘ Geberversorgung 0

[3.2

D Flatteriberwachung

[5

[2

secl 1|
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Logi
Absuche
(Gabiat 1)

Cebiet 1 nicht abgesucht

b
Tar jim Gebiat 1 geselzt & offen & nicht gemulst

=1

TOr 10m Gebist 1 gesatzt & offan & nicht gemutet ——

Gabvals

1.n
im Bersich Fx

Gebiel n nicht abgesuchl

1k
: >
Tor k im Gebist n gesetzt & offen & nichl gemutet

Freigabeschioss 1 ahne Schilssel

am

Freigabeschioss m ohne Schidssel

TR 1 im Gebiet n gesetzt & offen & nicht gemutel ——

Sthlossfreigabe flr Berich Fx entzogan

==1

Laaik
SFG
Bareich

SFG Baralch Fx antzogen

T Standk: 20750121 |

The PLC software must be created in

accordance with the safety specification

Rathjen, Andreas June 2025

PLC Software

Netzwerk 1: Preconditions for BeamPe rmission_FLASH_0_1_EXTR

&
" SafetySignals
DB BSFLIEXTR_
clozed
" SafetySignals
DB BSFLIEXTR_
dosed
B
- SafetySignals
DE" BSFLIEXTR_
opened
- SafetySignals
DE" BIFLIEXTR_
opened .,

—_

Netzwerk 2: BeamPermission_FLASH_0_1_EXTR

Instance

%FBE

"Permission”

—EN
# preconditions — PRECONDITIONS

GRANT_
#granteonditions — CONDITIONS

" DawToSafey”.
grant_Besm

Parmizzion_
FLASH_O_1_EXTR
— GRANT

" DataToSafety™.
B

FLASH_O_1_EXTR
— REVDKE

==1
" SafetySignals
DE".Basm
Permission_
FLASH 2 3
s
&
“SafetySignals
DB".Magnas_
EXTR off __
“SafaySignals
DE" .Besm
Permission_
FLASH_0_1_EXTR
PERMISSION —
ENO —

“SafaySignals
DB".B=m
Waming FLASH_
0_1_EXTR

* SafeySignals
DB".Radiation
Manitors_FLASHT

==1

# precondiitions
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Software Documentation

Paper print

Siemens - programming tool TIA

p- B MR 2 1] 232 85 [Frojektdurchsucher] 44 &

A,

0 4 flash_interlock » PLC_FLASH [CPU 1514SPF-2 PN] » Safety Administration

(i 411k

1
i

Aligemein

~ |7 flash_interlock ~ F-Ablaufgruppe
[EF Neues Gert hinzufiigen Feruntime group 1 [ALG1]
y Gerste & Netze FBausteine
~ [ PLC_FLASH [CPU 15145P F-2 PN] Fkonforme PLC-Datentypen . _ .
[} Gerstekonfiguration Zugrifieschuez (= G Tz i)
%) Online & Diagnese

e |

i

» [ Software Units

» [} Programmba usteine .

» [ Technlogieobekie P @ Software Units

+ i Externe Quellen

» L@ FLCvariablen =

e b @ Prograrnmbausteine

b [2) Beobachtungs-und Forcet . .

» [ Oninesicherungen E-i. Technologiecbjekte

» [E Traces

» [@ opc uKommunikation

» [ig wieb Applikationen

b [l Gerate-Proxy-Daten

5 Programminformationen

L PLC-Uberwachungen & -Meldungen _ _

2 PLC Meldetextlisten Das Offine-Sicherheitsprogramm ist konsistent.
» [ Lokale Module
» [ Dezentrale Peripherie

» [ IM_anbau [IM 1556 PN/2 HF]

» [ IM_BKR [IM 155-6 PN/2 HF]

» [ IM_Bogengang [IM 1556 PN/2 HF] il Offline-

» () IM_Dump2 [IM 1556 PN/2 HF] FGesamtsignatur FFGE2ECY 14.03.2025 07:55:08 (UTC +1:00)

+ [ IM_Extract [IM 155-6 PN/2 HF] FSW-Gesamsignatur 21E1BFBT

» [ 1M_Halle3 [IM 1556 PN/2 HF] FHW-Gesamtsignatur Dpaceros

» [ IM_injekeor [IM 155-6 P2 HE] Fiommunikations-Adress-Signatur  keine

» [ IM_Powersupplies [IM 155-6 PN/2 HF]

» [ m_seed2 [IM 1556 PN/2 HF]

} [ Nicht gruppierte Gerate:

» &g Security€instellungen

» (38 Gersteuibergre fende Funktionen

'EJ'"'I"IE n tsbetrieb deaktivieren

ulzeit zuriicksetzen

@E‘ Querverweise F11

PEHE G

E Drucken...  Strg+P

r
|}

b [ Evterne Ousllan

|

(Keine Online-verbindung)

4l

Print a safety summary by using the programming tool
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Verification

PLC Software

Netzwerk 1: Preconditions for BeamPe rmission_FLASH_0_1_EXTR

T St 20750121
aswg. . &
(2:’:‘"',!, Gebiel 1 nichl abgesucht [ Logik = 'Safgé'_signalz
i Pl Besm
Tar 1 im Gobist 1 gesatet & offan & richt gemutat T ; Barsieh | SEG Beraich Fx snt Waming FLASH
: i kLl ogen = afetySignals ==1 =
i} Turjim Gebist 1 gesstzt & offan & nicht gemulet D o Borsich Fx ! R clozed __ *SafetySignalz
: DE”.Baam * SafetySignalz
| e | 5 afetySignals ;&rgifigﬂg DE" Radiation
2| Logk : DB" .BSFLIEXTR_ ] Monitors FLASHT _
e, || Gabiet n nicht abgesucht : do=d _ O -
TOr 1 im Gebet n gesetzt & offen & nicht gemutel ——— TR | =1
= [ E
Tur k im Gebist n gesetzt & offen & nichl gemutet ~SafaySignals
DB" BSFL2EXTR_ ==1
opsned __
Freigabeschioss 1 ofine Schiissel 1 saraysianss D?'ﬁﬁr:f # precondiitions
F— ooq | Schlossireigabe fir Sereich Fx entzogen DB BSFLZ Eﬁm;_‘ EXTR.off __ -
i - § opened ., =
Freigaboschioss m ohne SchiGssal —F _— B3 1 —
| Logiktell 58-0-1-Fx
Netzwerk 2: BeamPermission_FLASH_0_1_EXTR
# Permission_
. . K . BesmPermizzion_
Testing the Safety-Specification against the PLC-Software FLASH.O L EXTE.
%FBE
. "Permission”
Code review e
. P # preconditions — PRECONDITIONS
Key questions to clarify: T
H H # grantcondition: — CONDITIONS
Is the function complete realized?
. * DataToSafety”.
Is the logic correct? eyt
A . Farmizzion_
Are the software (time-) parameters suitable? FLASHOTEXTR ot
~ SafetySignalz
“ DataToSafety” . E:m E',‘I’D";
rvoke Besm FLASH_O_1_EXTR
Permizzion_ PERMISSION —
FLASH_O_1_EXTR
— REVOKE ENO —
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Verification

Tir 1im Gebist 1 gesatzt & offan & nicht gemutat

Gehiet 1 nicht abpesucht

i1 Turjim Gebist 1 gesetrt & offsn & nicht gemulst

— 3]

»=1 G‘emele

I i Bareich Fx

| Lok
Absuche

(Gatntny |, G2biet 0 nicht abgesuchl

v

TOr 1 Im Sebiet n gesetzt & offen & nicht gemutel

Tk

Tur k im Gabist n gesetzt & offen & nichl gemutet

Freigabaschioss 1 ohne Schitssel
Sm

m ohne Schilssal

Iy

Schlossfreigabe fiir Bersich Fx entzogan

Logik
SFC
Barsich

R1

T St 20250121 |

SFG Bessich Fx antzagan

i _Loglktell S8-0-1-Fx__

300
GenericRack_ET20...

Code review

Key questions to clarify:
Is the Hardware correctly designed (electrical data)?
Is the Hardware correctly configured (addresses)?

Are the Hardware parameters suitable (time-,wire-... monitoring)?

Testing the Safety-Specification against the PLC-Hardware

DESY. Personnel Interlock |

Rathjen, Andreas June 2025

< I}
D fra DI 8

PLC Hardware

[lee]
[le's]
[Ie's]
1000

P

|| Allgemein | 10-Variablen

” Systemkonstanten

|| Texte

» Allgemein
Potenzialgruppe
} Baugruppenparameter
F-Parameter
w DI-Parameter
» Geberversorgung
w Kanalparameter
w Kanal 0, 4
kanal 0
Kanal 4
» Kanal1,5
b Kanal 2,6
» Kanal 3,7
EiA-Adressen

Kanalparameter

> KanalO, 4

> >

Auswertung der Geber:

Diskrepanzverhalten:

| o-wert bereitstellen

Aktiviert
Max. Riicklezezeit Dunkeltest |10 m:
Max. R i Em:
|Helitest aktiviers =
Diagnase: a

Diskrepanzzeit: |5 ms E‘ J
Wiedereingliederung nach : 1o 1::2?
i : | Test 0-Signal nicht erforderlich ieladresce
Diskrepanzfehler: | 5 ignal nicht erforderlic FPacem g o 1ngE 5579)
Adresze)
F-P; eter-Signatu it {xBOEE (45165
— FParameter-ignatur (mi ]
|Verhalten nach des Kanalz
Nein Eme
[ Aktiviert VZ-mode : Mein
-back extenzion (LF) -
Kanalfehler Quittierung: |Mmue|l
Geberversorgung: | Geberversorgung 0

Eingangsverzégerung:

Anzahl Signalwechsel:
Uberwachungsfenster:

|FOO0030_F-DO4x23VDOZAPMAF_3

[32

lazt

D Flatteriberwachung

[s

|2 Sec
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A comprehensive checklist must be created according to the 1/O list and the safety Checklist
specificatons. ] =

Absuche

Check that the documentation of the safety-devices, the hard-and software fits
together.
Start commissioning.

» |/O-test - check Input- and Output signals and the related devices
» Check the Hardware parameters and configuration by manual triggered faults
(e.g. discrepancy fault)

« Push sensors and switches and check the correct reaction The checklist must be completed
without any errors detected,
Use the possibility’s of your development equipment: otherwise VAL have to fix the

Tags of the safety program can be monitored at any time prol?ler_n and start again from “the
beginning”
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Independent expert As a general rule, the acceptance of a Failsafe-System is performed by an independent expert. The
independence required of the expert must be defined in the safety plan and depends on the required

PL/SIL.
Degrees of independence SIL1 SIL2 SIL3
IEC61508 (PLc) (PLd) (PLe)
independent recommended recommended not sufficient
person

independent recommended recommended
department (new technology)
independent recommended
organization (new technology)
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If all these steps have been carried out, an independent expert must be consulted now at the latest

Verification & Validation

Function test

Documentation

Version check

DESY. Personnel Interlock | Rathjen, Andreas June 2025

Completeness and correctness of the safety program including hardware configuration (including testing)
Completeness and correctness of the safety equipment

In practice: check the whole functional safety and confirm that it works

Completeness and correctness of the risk assessment, safety summary, circuit diagram, safety evaluation

Once you have checked all properties of the offline safety program you must ensure that the
safety program is identical on the F-CPU on which it is supposed to be run.
Check the installation — Are the intended devices installed?
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= :
- - f
5 i — The safety summary
p e : | signature must be the same
[ —— | which is shown in the PLC!

SIEMENS

R

i (PLC-display or check the referred
iffafe , safety data block online)

Collective F-signature:
AT94AD4S

Summary
(paper print)

PLC — display
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Check the actually installed equipment

The documented and
evaluated devices must be
installed and no other!

i AT 2N TWT

=015 AT_GND_TWT
00 P L“ X gu L

=MAL 2259

| Ineriock. Schaitplan Sekotemnk

A7 SEfE z
| Seratchvani Webentle KALDERA | Bl 183 von 28

circuit diagram with equipment list

GE57526-2BF00-0ABD 1 ET 200MP, F-D() 8X24VDC 24 PPM 6EST526-2BF00-0ABD SIE
GES7521-1BH10-0AA0 3 57-1500, DI 16X24VDC BA GEST521-1BH10-04A0 SIE
GES7522-1EH10-0AM0 2 57-1500, D 16X24VDC/0.54 BA GEST522-1BH10-04A0 SIE
35K1111-1AB30 3 SIRIUS SICHERHETTSSCHALTGERAET STD R3+1 J5K1111-1AB30 SIE
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Validation & Verification

Documentation

Function test

Version check

QO0QO0

Q

Functional safety fully audited
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Impact analysis

Acceptance of Changes

In general, you can adopt the same approach
for the acceptance of changes as the initial
Acceptance

Check the entire safety-related project data for
changes and determine the safety-related
project data to be validated and approved as
part of an impact analysis.

DESY. Personnel Interlock | Rathjen, Andreas June 2025

Change
relevant
to safety?

Evaluate where the
impact lies and
analyze the impact on
other functions.
“Risk assessment”

<&
<«

Updating the
documentation

Start an on the
impact adapted
safety process

Requirements

fulfilled?

A 4

Acceptance of
changes completed
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Annual testing:

Create a checklist with the following topics and work through it

* Check Software-Signature: must be unchanged

* Check wires and components: must be undamaged, clean and dry

* Check the whole effect chain of all safety functions: Everything
works like expected

Checklist

ung.

Pril

A

DESY. Personnel Interlock | Rathjen, Andreas June 2025

PLC — display

SIEMENS

[RUN. i D
1 Fail-safe

Safety mode
nabled

Collective F-signature:
A794AD4S I

0112112025 12:57:57 273 i
STEP 7 Safety:
V20

F-runtime groups
ESC [

If the signature remains
unchanged, the PLC software
and hardware parameters do
not need to be checked
again.

The logic must be the same,
but does everything work as
it should?
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Conclusion

» First, clarify whether an independent expert is helpful or even
necessary

» Risks must be identified and assessed at the start of the project

» The application of harmonized standards can ensure
compliance with legal requirements

» The use of standard solutions and certified components makes
development and testing easier

« A suitable design with appropriate devices can reduce the
interim manual checks using diagnostics

« A well thought-out implementation of functional safety saves
time and money over the entire life cycle
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Thank you for your attention!

Contact

Deutsches Elektronen-
Synchrotron DESY

www.desy.de

Andreas Rathjen
NotkestralRe 85

D-22607 Hamburg

Dept. DESY-MPS
andreas.rathjen@desy.de
+49 40 8998 2528
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